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Opoiroyia - Opwopoi D

Aiktvo Tniemikoymviay: KaToveEUNUEVO GOVOLO
GUGKEVMV EMECEPYAGIOG/ TAPOYNC TANPOPOPiaC,
OLOGLVOEDEUEVDV LE TNAETIKOIVOVIOKES YPOLLUES

Awadiktvwaon (internetworking): S1060VOEGT 00O 1
TEPIGCOTEPWV OIKTVMV

= 3100iKkTVO (internet) , network II pnetwork JI
VA 4

INTERNET: 10 K0B0OAKO 010.01KTVLO, GLUVIGTAUEVO ATt
OAO. TOL OLLGVVOEOEUEVA OIKTLO, GTOV KOGLLO

15: Intermediate System (Gateway -~ Router, Bridge, Repeater)
- 2
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Opoloyia - Opiopoi Y A

2roiflo mpwtoxoiiwy: owctpouatousvo (layered) covoro
KOVOV®V, TTOV OETEL TNV EMIKOVOVIK, 0V0 LEPWOV, MG TPOG
TO TTOLEC LOVAOES TTANPOPOpPiaG (Protocol Data Units - PDUs),
UTOPOVV VA AVTOAALLEOVY, TOTE KO LUE TTOL) OT|LLOG T,

Apyirexroviky OSI (Open System Interconnection):
oToifa TPOTOKOAA®Y 7 GTPOUATOV Y10 ETIKOIVOVIA
LETACD “OVOIKTMOV®, KATAVEUNUEVOV cuoTnUdToVv. Exel
op1e0ei amd v ISO (International Organization for
Standardization)

TCP/IP (Transmission Control Protocol / Internet Protocol):
O TPOTOKOAAN 0TOL GTPOUOTA METAPOPAS Kol ATKTVOV
oT0 A1001KTVLO

s/
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Tvmomoinon tov TCP/IP

Ipoyevéotepn Tov OSI aALG cvveICopevn
Méoo® Tov RFC (Request For Comments)

YnevOvvo to Internet Architecture Board, kOpro,
anyn to Internet Engineering Task Force (IETF)

Kotaotoon £voc TpOTOKOALOV:
Standard (STD) Draft standard  Proposed standard
Experimental Informational ~ Historic

Xpnon TPOTOKOALOVL:
Required Recommended Elective
Limited use Not recommended
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-

Tomoloylo AL00IKTOOV

Awaoiktvo (Internet): to moykocui1o OiKTVO TOV

~

TPOKVTITEL ATTO TH OlA.GVVOECH 0LV TV (VTTO) OIKTVWV

-

hub

gi/ hub
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TomoAloylo ALHOIKTVOV (svvixei)

] ApopoAoyntrig
ApopoAoynTng Kopuou
AT1 ®UAo
S0 Akpaiog AT2
"N v Apopodoynirig . /
:: E " :::._.‘ '-_...‘...‘
1 SDH
AikTuo 2T1éAex0C ;
A ISDN =
nyz nys

Aiktuo Koppou

*AT: Aiktuakog Touéag (€va OiKTUO TO OTTOIO EAEYXETAI OTTO PIA CUYKEKPIPEVN DIAXEIPIOTIKI OVTOTNTA

o s/
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~

Apoporoyntég Internet - [P Routers

H dpouoAoynon yiveralr oro orpwua IP, ave§aprnTa arro 10 UTTOKEIIEVO QUOIKO ik

Router Host B
message

frame I frame

@rnet net@

rame Relay
Network
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\
H otoipo tpotokorriov TCP/IP

» y ‘

p network 11

Router pa I J

* Ta onucio npocPfacns vanpeoiog (SAPs) uetalv IP kou Aiswapav
Aiktbov (Network Interfaces) yapaxtnpilovral ano tig AievOvveeis IP

** Ta onueio mpocfaocns vanpecios (SAPs) uetals TCP/UDP kai IP yoapaxtypilovroi
ano to Transport Protocol ID (TCP | UDP)
*** Ta onueia npocfacnyg vaypeaias (SAPs) ueralv Epapuoyav ko TCP /UDP
ovoudlovrai sockets: Socket = <IP-address, Transport Protocol ID, Port number>
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-

H otoipa npotokorilov TCP/IP (ovvéyea)

eb browsdr
MIME |

NFS

Gophern Kerb | Xwin | Telnet| SMTP | HTTP | FTP | DNS

TFTP | RPC | RTP | SNMP

TCP

UDP Ping l‘;gauctg

IP

ICMP

ARP

RARP

Ethernet, Token-Ring, Frame Relay, Wireless, ATM, SDH, WDM,...

ATM: Asynchronous Transfer Mode

SDH: Synchronous Digital Hierarchy
WDM: Wavelength Divisision Multiplexing
ARP: Address Resolution Protocol
RARP: Reverse ARP

ICMP: Internet Control Message Protocol
TCP: Transmission Control Protocol
UDP: User Datagram Protocol

HTTP: HyperText Transfer Protocol

FTP: File Transfer Protocol

TFTP: Trivial FFTP

SMTP: Simple Mail Protocol

SNMP: Simple Network Management Protocol
DNS: Domain Name System

MIME: Multi-purpose Internet Mail Extensions
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EvOvLakmon Asoopévov

(Data encapsulation)

Agdopéva epappoyng
E;Z‘;%ﬁiga Agdopéva eQappoyng
meslql))aliéa E;gc;?gﬁfa A£d op &va, £ o PllO’Yflg
] B[ v Asfouva semii

~
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-

Egappon

Egappon

H Opyavoon tov Aoyiocuikov TCP/IP

Egappon

IGMP

- Trace
\ / Ping| Route
1P ICMP
ARP|RARP d
/ —
Aoyropiko-Oonyog Aoyropiko-Oonyog Aoyropiko-Oonyog
(Driver) Awemagng (Driver) Aweragng (Driver) Awemagng
AKTOOV AKTOOV AKTOOV

~
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-

ArgvBvvoeroootnon (Addressing)

IP di1euBuvoeig Twy 32 bits, divovral cuvABwg oe apiOuNTIKA

(dekadiIkn) pop@n Me TeAtieg, r.Xx. 147.102.31.171,
OUMBOAIKA HOop®R, TT.X. pyrros.cs.ntua.gr

H avtioToIxia HeTAgU aplOuNTIKWYV Kal CUHMBOAIKWV
O1euBuvoewy yiveral ge Tn Bondeia Tou Domain Name
System (DNS) .

IP address = <network number><host number>

~

12 /
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~

Ovopoata = owevBovoeg IP

Local
name server

(2)

pyrros.cs.ntua.gr =

Host ()

(8)
(1): pyrros.cs.ntua.gr
(2): ntua.gr?
(3): ntua.gr=a
(4): cs.ntua.gr?
(5): cs.ntua.gr=>b
(6): pyrros.cs.ntua.gr ?
(7):
c

%.

T

com === Qgr

N

ntua DNS IP=a

CS

DNS IP=b

N

pyrros | IP=c
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-

Koatnyopisg orevfvvocmv Internet

Class A (0.0.0.0-
127.255.255.255)

Class B (128.0.0.0-
191.255.255.255)

Class C (192.0.0.0-
223.255.255.255)

Class D (224.0.0.0-
239.255.255.255)

Class E (240.0.0.0-
247.255.255.255)

~

16

0| network host number

10 network host number

110 network host number
1110 multicast group ID

1111 reserved for future use

32
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Yrnooiktvo (subnets)

[a Tov ééw kOGouO
_A—

/s N\
IP class network subnet host
address:
Subnet mask4111111111111111111111/0000000
Eva Logical IP

Napdadeiypa Subnet (LIS)
Oda UTTOSIKTUGS GRG0
Ta GAAQ o
5I,KTUG' III ..................
BAST[OUV :, 147 - 102 . 3 ............................
147.102 ; Subnet mask: 255.255.255.0

Eva Class B \\ /
Network 147 . 102" 2
Subnet mask: 255.255.25%.0

-
S N e e e e e e e e e e e, e e e e e e e ————————

15 /
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-~

~

APOoRorOyNGN 6TO ALOOLKTVO

) router
Aiktvo Ethl
pe I_

hub dD  d,D,

¢ \ B|H —
IP routing E
B: B, Ethl
E: E, Eth2

Eth address: b
Net address: B

Atktvo Eth2
d,|e

ARP table

ARP table

Ethl Eth2
A: a E: e
B: b F: f

hub

router

Eth address: [
Net address: F

.
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IIivakes opoporOYNoNS

* Apneoeg ownopounéc (direct routes), yio TPOGKEINEVO OIKTVO
 'Eppeceg owndpopnéc (indirect routes), yio pn mpooKEIPEVAE OIKTLO,
e Ilayw owdpopn (default route) Yo 0ho Ta GALa OlKTLO,

Hapadsyua: lMivakag¢ dpouoAoynons
‘ 128.10.1.1 (Sievbuvon C oo KouBou E
C 128410 Destin. |Next Hop | I/f |NetMask
129.7.1.80 (dieubuvon F oro .
N ' 128.15 |Gueon  |eth1| ff.f.0.0
D E F G 129.7 |128.15.1.2|eth1| ff.ff.0.0
. 128.15 |k .
I N 1 default {128.10.1.1 [eth0 | ff.ff.0.0

A B 128.15.1.2
(6icuBuvon F oro
128.15)

17 /
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APOROAOYN G NE VTOOLKTV(MOGT)

bitwise_AND(destin. IP address, subnet nask)

bitwise_ AND(my IP address, subnet mask)

Yes No

A 4 A 4

Send IP datagram to gateway
corresponding to the destin. IP
(sub)network address

Send IP datagram
on local network

.
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ALyoprOpog opopnoroynons
QP Packet arriveD

RoutePacket (Packet, RoutingTable)
Extract Destination IP Address, D, from Packet
if D = IP-Address-of-a-Local-Interface then forward packet to upper layers; exit
for each Direct Routing Entry E
compute Network Prefix N := AND(D, E.NetMask)
if N = E.Destination then

deliver Packet to destination D through E.Interface; exit
for each Indirect Routing Entry E

find the Longest Network Prefix N := AND(D, E.NetMask) for which
N = E.Destination

if exists such N then

forward Packet to E.NextHop through E.Interface; exit

If RoutingTable contains a default entry E then

forward Packet to E.NextHop through E.Interface; exit
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4 N

Aoun woKETOV IP (IP datagram)

0 4 8 16 32
VERS | LEN Type Of Servics Total Length

Identification Flags | Fragment Offset

1

min: Time To Live Protocol Header Checksum
20 bytes

Source IP Address
’ Destination IP Address
Options ...]... padding
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4 N

AO}H’] noaxkétov IP (IP datagram) (cuvéyeia)

OoTmou
VERS H éxdoon (version) tov mpwtokdriov (chucpa n 4. IPng 2 6)
LEN To unroc tn¢ emrepoiioog IP oe meoia twv 32-bits
Type Of Service  'Evoeiln tns moiotyrog vranpeoios (QoS) yia 1o IP datagram
Precedence TOS 0
Total Length To ovvolixo unkog tov wakxétov IP (emikep. + data), o€ bytes
Identification Ap1Buoc tavtomoinons Tov TOKETOL (Y100 THY EXAVEVWON TV
TUNUGTOV OE TEPITTWON KOTATUNOTNG)
Flags 3 bits-onuaics: 0, DF=Don’t Fragment, MF': More Fragments

Fragment Offset  uetpder (o oktaoec bytes) tn oyetikn Oéon tov TunuUATOS OTHY
OPYIKN UOVOOO. OEOOUEVV

Time To Live O ypovog, o€ sec, TOL ETMITPETETAL VO «(HOELY TO TOKETO

Protocol Number Kafopilel to mpwtorxoiio avatepov atpwuotos (ww.y. 6 yia TCP)

Header Checksum checksum yio tqv emxepaiioa uovo (1’°s compl. of the sum of
the 1’s compl. of all 16-bit header fields — with checksum =0)

Source IP Address, Destination IP Address.: O1 IP oiev8bvoeic nnync & mpoopiouod

Options 11edio uetafintod unxovg ue emAOYEC

o 2
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Koatatunon IP datagrams I

Kda0e puowko oiktvo £xer éva Maximum Transmission Unit (MTU)
To IP anavtet MTU >= 68 bytes (=max IP header + 8 bytes data)
‘Okeg o1 viomoujoels IP propovv va dwayepilovrol oKOTATUNTES
HOVAOES Oco0nEVOV peyE0ovg 576 bytes
Mnikog Tunpdtov = ak. ToArhami. TOV 8 bytes (TAv TEAELTALIOV)
Ola to Tpupato evOviokovovraor og IP datagrams pg tnv iow
EMKEPUALOU, TTANV HIKPOV TPOTOTON)CEMYV, OTMOS

» To MF flag onkwvetal

» To meoio Fragment Offset uetpdel (oe oktooeg bytes) ty oyetikn Géon tov
TUNUOTOG OTHY OPYIKT LOVAOO, OEOOUEVWYV, KAT.

Ka0e tppo tpowBsiton avtovopa ocav ka0e IP datagram
H emavévmon otov mpoopiopno yivetor pe fdon tov (Kowvo) aprOpo
TOVTOTOIN GG TOV TUKETOV-TUNUATOV KOl TOV fragment offset

22/
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4 Internet Control Message Protocol (ICMP) D

» Standard protocol (RFCs 792, 950), kvpiwg yia

yvawotomoiyon Labwv
e Mépog tov IP. Q61000 TO Ypnocuonoisl oo va, Tay
VYNHAOTEPO CTPMUO.
4 P poH Type MRAvupa
0 Echo reply
0 3 16 3 Destin. unreachable
4 Source quench
Type Code Checksum 5 Redirect
_ 8 Echo
ICMP data (depending on the type of message) 9 Router advertisement
10 Router solicitation
11 Time exceeded
- . 12 Parameter problem
AO“ N gnvuparog ICMP 13 Timestamp request
14 Timestamp reply
17 Address mask request

18 Address mask reply

o s/
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Ping kou Trace Route

 E@appoyég mov eopalovrar oto ICMP
— PING: Packet InterNet Groper

« Xpnowomnotei ta Echo kat Echo Reply unvouata tov ICMP
e XuvnOng ypnomn: v EAEYYO GLVOECIUOTNTOG
— ping loopback (eAéyyer Tnv eykotdoraon tov Poocikod Loyiouikon)
— ping my-IP-address (eAéyyer tnv dmapln kdptog oiktoov)
— ping a-remote-IP-address
— ping a-remote-host-name
— Trace Route:

o Xtélvel IP datagrams pe otaotokd avéavopevo TTL (1,2,...) mov
EKTVEOLV GTOVG aVTIoTOLY0VC OpooAoyNTES. O1 TEAELTOIOL

amavtovv pe unvouoto 7ime Exceeded mov amoKmolko-
TOLOVVTOL KATAAANAQL.

24/
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4 User Datagram Protocol (UDP)

e STD 6, RFC 768, status recommended
* Eivor xoata faon éva application interface tov IP

* Yrnootnpiler amAd molvmielio/amo-rorivmiedia
MOKETOV YPNOT HEGH TOV ports

* AEN mapéyer a&romotn peta@opd 1) EAeyyo pons

Process 1 Process 2 Process n

Port a Port b Port z
UDP - Port multiplexing

IP
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~

Aoun wrakETov UDP (UDP datagram)

Emtpérner tov
éleyyo opbotnrag
TV 0EOOUEVV

Ilpoadiopilovy ovykekpyéva,
TEAIKG, ONUELD. ETIKOLVOVIOS

OTIG UNYOVES TTNYHS KOl
TPOOPIOLOD

Ta deoouévo, tng
EPAPUOYIE

/ N\
Source Dest. Length Check Data
port port sum
UNKOG 2 2 UETOPANTO

(oe bytes)

Mpnxog mediov
0EOOUEVWIYV,
oe bytes
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4 Transmission Control Protocol (TCP) I |

e STD 7, RFC 793, status recommended

e (Connection-oriented

« Alomotn, ap@iopoun & AeyYOUEVY] NETUPOPT
ocoousvav (byte-wise)

‘ Process 1 I ‘ Process 2 I

Portm | ... ... | Portn
Aéiomorn ouvoéeon TCP

TCP Bl .

Avaéiomorn pyerapopa
IP I IP datagrams . IP
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~

Aoun “makéTov” TCP (TCP segment)

Ilpoadiopilovy ovykexpiuéva
TEMKO. ONUELD ETMKOILVOVIOS

OTIG UNYOVES TNYNGS KOl
TPOOPLOUOD

Emitpéner tov
édeyyo opbotntag
TV 0EOOUEVWV

Empefoicver tn
Anyn dedouevav
op1OUOS TPATOV avoye,

Ta oedouéva g
EPAPUOYHS

/ N\ \
Source| Dest. | Sequence | Acknowledge Wind. | Check [Urgent )
port | port | number number | F128%| ize sum |pointer Options | Data
wikog 2 2 / 4 4 2 fz 2 2 uetofi.  Hewofh.

(oe bytes)

Empailer éleyyo
PONG UE TOV TEPLOPLOUO
TV ovempefoiwTwv
TOKETWV

Ap10uei axolovbioxa,
T0. ATOGTEALOUEVD, OEDOUEV O,
ap10uog Tpartov byte owtol)
£QV TTOKETOV, OTH POI
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"Eleyyog Pong oto 7TCP

Me To unyaviouo «oAic@aivovroc
mapabupouy:

O A€KTNnG, Tépav NG emRERaiwong Twv opbwg
ANPBEVTWY TUNUATWYV (pE To TTEdio Ack number),
TTpoodiopilel Kal To pEyeBocg TTapabupou (ME TO
medio Wind. size), dnA. Tov apiBuod Twv bytes
TTOU JTTOPEI va

AGBel €TTi TTAEOV QUTWYV TTOU ETTIBERAIWVEIL.
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4 N
O uyoviepoc HapaOvpov

. Méyeboc
(bytes)

112(3(4|5|6|7|8|9/|...] makéra

OAicBaivov
mapdBupo

H reAcuraia emiBeBaiwaon o€ixvel dw




To Awadixtvo kor to mpwtoxoiio TCP/IP -- N. Mytpov

4 N

IHHoapaoerypno empefoimons/emavekmonnng

Seq. number
ACK. number

l Window

l

1500 | 1000 (data)

}
[ 1000 | (data - 500bytes
[ 1500 [ aota-s00tyte9) |
| 2000 | (data- 500 ytes)|

(e€avrAnon mapaBupou)

1500 | 1000 (data)

(e€avrAnon xpoviotn)

2500 | 1000 (data)

o n/
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4 , , N
Eykoataoctaon cvovoeong TCP |

TpirAn xsipawia (three-way handshake)

Process 1 (client)

Active OPEN

Process 2 (server)

Passive OPEN,
O& AVOHOoVR AITHOEWV

ACK n+1

ACK m+1

Conne

ction estabil

ished
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-

Aoun orwaotkaoci®v egooov TCP & IP

o . :
N ,| Device dr. : Hardware
a . for net, : for net,
u Q : °
w2 i o: R
T X
S Po3 e X3
@) . Q L | [ P > . X
= = - & T~ Device dfr. g": “e Hardware
Q . E "| fornet, O: S for net,
S ¢ o= -
S' Y i ‘I&;
'-LI 2 ; S ,| Device dr. < « 2 |Hardware
s =+ for net, . for net,
Q . _ \
E P e Output :
T queues :
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To povtého mehatn - eCvanpeTnT I
(client-server model)

/@
9 AIKTYO
m]m]m] Server

e T'o KOTOVEUNUEVES EQUPUOYES TTOV ETLKOLVOVOVV UE £VO GUVOALO
KOAG opropévav pnvoprdtoyv (euvi0me nécm d1kTvov)

* O client amo6TELLEL GITHOELS TOV UTEVTAOVTUL 07TO TOV Server

* O server gival £vog EEELOIKEVUEVOS TAPOYEAS VT PECLOV

* O server pmopei gv yével va gEumnpetiogl moArovg clients
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~

To povtého weddTn — ECUANPETNTI (cuvéze))

client

4 % " Qg database
. response ,

' server
— J J

client

e =
/N =
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To tpotoxorro HTTP

HTTP: HyperText Transfer Protocol
IHp®TOKOALO GTPONATOS EQUPLROYTS, TOV EVTOTILEL & NETAPEPEL

ainpo@opia hypermedia, pg ypnion tov tpowtokorrov TCP/IP
(socket otnv mopta 80).

Kvpua yopoKTnpLoTika Tov givot:

» éva kalboiixko cynua oicvbvvoroootneng ue ypyoy URLs

* OVOIKTO KOl ETEKTACIUO CYNUO TAPAGTAGHS 0g0ouévay (MIME coufaceig)
e o¢v evOvucitol kataotacny acvvoeos (stateless)

o s
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4 1
HTTP client-server model |
) )
- ! HTTP request ) ‘i\
R\ HTTP response E

File system

v J J J HTTP server

uépog twv Web browsers

HTTP clien{

o 7




To Awadixtvo kot To mpwtokoiio TCP/IP

-- N. MyjzTpov

GUI

driver

Controller or
Dispatcher

I9A®] 1odsuen |,
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4 R
Uniform Resource Locators |

AEIKTES 6€ UPYELD TANPOPOPLOS 6TO ALUOIKTVO

" )

\

—

http://pyrros.cs.ntua.gr/diktya-SEMFE/parousiaseis/diktyal.pdf

ftp://pyrros.cs.ntua.gv/ diktya-SEMFE/parousiaseis/diktyal.pdf

| | | |
protocol IP-address path-to-file

o »
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[HTTP request:

HTTP response:

HTTP request & response

Method Request-URI Protocol
Keyword: Value

Keyword: Value

Keyword: Value

. \r\n\r\n

Protocol Status-code Description e.g. HTTP/1.0 200 OK

Keyword: Value
Keyword: Value
Keyword: Value
Keyword: Value
...\r\n

<file requested>
\r\n\r\n

e.g. GET /index.html HTTP/1.0
Accept: */*
Host: www.w3.0rg
User-Agent: Generic

Date: Fri, 14 May 2002 12:30:26 GMT
Server: Apache/1.3.6 (Unix)
Content-Length: 8038
Content-Type: text/html; character=..

.
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-

V) ()
| upP_

Real-Time Transfer Protocol (RTP) |

~

v ®

|'eaKload |RTP|UDﬂ IP ' m
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